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Abstract

Wireless sensor networks have a wide spectrum of civil and military
applications that call for security, e.g., target surveillance in hostile
environments. Wireless sensor networks consist of many inexpensive
wireless nodes, each having sensing capability with some
computational and communication power. Due to limited computation,
power, and storage resources available on sensor nodes asymmetric
cryptographic algorithms cannot provide security on wireless sensor
networks. Therefore, we have proposed a security protocol for wireless
sensor networks, which does not consume much energy compared to
conventional security protocols. In addition, when communication is
wireless, it is impossible to use the location of a user’s network
connection as an element in validating their identity. To exploit the
potential of the technology, people must be able to roam freely with
their portable communications products and, from the standpoint of the
network infrastructure at least, to pop up unexpectedly in new places.
While this characteristic provides the user with new freedom, it
confronts the service provider and the system administrator with
unprecedented security challenges.

In this paper, we describe generic and scalable architecture of finite
field coprocessors, which is implemented within the latest family of
Field Programmable System Level Integrated Circuits FPSLIC from
Atmel, Inc. The HW architectures are adapted from Karatsuba’s divide
and conquer algorithm and allow for a reasonable speedup of the top-
level elliptic curve algorithms. The VHDL hardware models are
automatically generated based on an eligible operand size, which
permits the optimal utilization of a particular FPSLIC device.

1 Introduction

Wireless sensor networks combine the characteristic of ad hoc mobile
wireless networks (ad hoc networks in short) at the system level, with
the characteristics of sensors at the component level. Ad hoc networks
are: (1) ad hoc: the network set-up is possibly short-lived; (2) mobile:
the nodes are not attached to any fixed communications infrastructure
as well as fixed energy supply; (3) wireless: the nodes communicate
wirelessly. These three properties imply a series of constraints, that
together with the constraints imposed by sensors (among which energy
being the predominant), form the starting point of our security research.
Energy efficiency is the utmost concern for wireless sensor networks
(WSNs). Every algorithm to be implemented on these wireless sensors
has to be lean in terms of energy and computational resource
requirements. Cryptographic algorithms are an indispensable part of the
security architecture of WSNs, and they tend to have high invocation
rates, hence their energy efficiency makes a large impact on the system
as a whole. Unfortunately, there is currently no off-the shelf
cryptographic library that readily satisfies the specific needs of WSNs.
For example, OpenSSL (www.openssl.org) is optimized for
mainstream computing platforms but is narrow in implementation

scope. Other libraries such as Crypto++
(www.eskimo.com/ weidai/cryptlib.html) and Botan
(botan.randombit.net) use C++ instead of the less resource-demanding
C language.

In the near future, the wireless sensor networks are anticipated to
consist of thousands of inexpensive nodes, each having sensing

capability with limited computational and communication power [1].
Sensor nodes with inbuilt chips and software for processing
encryptions are provided in [3], but the limitation on processing power
still exists. Such sensor networks are expected to be widely deployed in
a vast variety of environments for commercial, civil, and military
applications including surveillance, vehicle tracking, climate and
habitat monitoring, intelligence, medical, and acoustic data gathering.
Although, many of these application areas require a certain level of
information security, unfortunately little research on security in sensor
networks has been reported so far. Since wireless sensor nodes have
strict power constraints, providing security to wireless sensor networks
is harder than conventional network security applications. For example,
asymmetric cryptographic algorithms are not applicable in wireless
sensor networks due to the limited computation, power, and storage
resources available on sensor nodes [2].

Many compelling applications like distributed information gathering
and distributed micro sensing in radiology, military, and manufacturing
drive the research in sensor networks. Typically, sensor networks
comprise of a large set of distributed low power sensors scattered over
the area to be monitored. The sensors have the ability to gather data,
and process and forward it to a central node for further processing. A
major challenge for the sensor networks is the limitations on the sensor
hardware. Contemporary wireless sensors have limited battery,
computation, and memory capacity. Such resource constrained
environment has motivated extensive research that addresses energy-
aware hardware and software design issues [4, 5]. Much effort has been
on the energy-efficient communication protocols [5, 6, 7]. The
comparative progress in making these networks secure has been
insignificant. This is despite the fact that in certain applications of
sensor networks, like military applications, security becomes important.
The energy-constrained nature of the sensor networks makes the
problem of incorporating security very challenging. Many well-known
security mechanisms introduce significant computational/memory-wise
overhead. The design of the security protocols for sensor networks
should be geared towards conservation of the sensor resources. The
level of security versus the consumption of energy, computation, and
memory resources constitute a major design trade-off.

The trend to ubiquitous computing goes further from mobile
communication and personal computing level to low-power
autonomous devices. Here are a few examples of this trend. Piconet [§]
is a general-purpose, low-power ad hoc radio network. It can connect a
full range of portable and embedded sensing and computing objects.
RFIDs are being used to replace bar codes on goods and to track
inventory [11]. “Smart Dust" motes [9] are tiny autonomous nodes
containing sensors, transceivers and a power source, and they have
limited computing power. Common to all these devices is that they
communicate wirelessly and their energy source is extremely limited.
Batteries for these devices are tiny and can supply 10 uW for only one
day [9]. Moreover, some of these technologies collect energy from
environmental sources, such as light, heat, noise, or vibration. Devices
that harvest power from environmental sources are commonly referred
to as power scavengers, and autonomous nodes that use scavengers are
called  self-powered. — Newer scavengers are based on
microelectromechanical systems (MEMS). They can be integrated on
the chip and therefore reduce the cost and size. The scavenger shown in
[10] produces around 8 uW of energy relying solely on ambient
vibration.



Since power consumption is the vital issue in many applications of
these technologies, highly complex cryptographic schemes such as
public key cryptography are seldom feasible. On low-end computing
platforms where processing speed and communication bandwidth are
critical, digital signatures may not be the best available choice. A good
example of security architecture on existing mobile digital cellular
networks is the GSM (Global System for Mobile) which was the first
digital cellular system to provide security services, e.g., user
authentication, message confidentiality, and key distribution [15].
However, some of the security algorithms of the GSM architecture
have recently been cryptanalyzed [16, 12]. Here, we introduce a new
secure technique for wireless mobile communication systems.

The protocol is based on elliptic curve cryptography. ECC allows using
one device and one key-pair per person for the entire application. A
very fine granular control is possible and in contrast to present systems,
which are mostly based on symmetric ciphers, there is no problem
regarding the key handling. Depending on the application, the
performance of genuine SW implementations of ECC is not sufficient.
In this paper generic and scalable architecture of Finite Field
coprocessors for the acceleration of ECC is presented. This is a finite
field coprocessor (FFCP), implementing field multiplication, addition
and squaring completely within HW. The multi-segment Karatsuba
multiplication together with a cleverly selected sequence of
intermediate result computations permits high-speed ECC even on
devices offering only approx. 40K system gates of HW resources.
Recently, Atmel, Inc. introduced AT94K family of FPSLIC devices
(Field Programmable System Level Integrated Circuits). This
architecture integrates FPGA resources, an AVR microcontroller core,
several peripherals and SRAM within a single chip. Based on HW/SW
co-design methodologies, this architecture is perfectly suited for
System on Chip (SoC) implementations of ECC.

2 Background

2.1 Elliptic Curve Cryptography

The protocol described in this paper depends on the security of the so-
called elliptic curve primitives, e.g., key generation, signature
generation, and signature verification. These operations utilize the
arithmetic of points which are elements of the set of solutions of an
elliptic curve equation defined over a finite field. The security of the
protocol depends on the intractability of the elliptic curve analogue of
the discrete logarithm problem which is a well known and extensively
studied computationally hard problem.

We first define the nomenclature and then provide a general overview
of these primitives. The mathematical background of the elliptic curve
cryptography can be found in [13, 14].

2.1.1 Basic Definitions and Notation

e  Scalar: An element belonging to either one of the fields GF(p)
or GF(2") is called a scalar. Scalars are named with lowercase
letters: r, s, t, etc.

e  Scalar Addition: Two or more scalars can be added to obtain
another scalar. In the GF(p) case, this is the ordinary integer
addition modulo p. When GF(2") is used, this is equivalent to
polynomial addition modulo an irreducible polynomial of
degree k, generating the field GF(Zk). We will denote the scalar
addition of r and s giving the resulte by e =r +s.

e  Scalar Multiplication: Two or more scalars can be multiplied to
obtain another scalar. In the GF(p) case, this is the ordinary
integer multiplication modulo p. When GF(2) is used, this is
equivalent to polynomial multiplication modulo an irreducible
polynomial of degree k, generating the field GF(2¥). We will
denote the scalar multiplication of r and s giving the result e by
e=T.S.

e  Scalar Inversion: The multiplicative inverse of an element a in
GF(p) or GF(2") is denoted as a™' which is the number with the

property a .a' = 1. It is often computed using the Fermat's
method or the extended Euclidean algorithm.

e Point: An ordered pair of scalars satisfying the elliptic curve
equation is called a point. Capital letters are used to denote
these elements: P, Q, etc. We will also denote a point P using
its coordinates P= (x, y), where x and y belong to the field.
Furthermore, the x and y coordinates of P will be denoted by
P.x or P.y, respectively.

e  Point Addition: There is a method to obtain a third point R on
the curve given two points P and Q, using a set of rules. This is
called an elliptic curve point addition. We will use the symbol
'+' to denote the elliptic curve addition R = P + Q. This should
not be confused with scalar addition.

e  Elliptic Curve Group: The set of the solutions of the elliptic
curve equation together with a special point called point-at-
infinity form an additive group if the point addition operation
defined above is taken as the group operation.

e  Point Multiplication: The multiplication of an elliptic curve
point P by an integer e will be denoted by e X P. It is equivalent
to adding P to itself e times, which yields another point on the
curve.

In addition to the above elliptic curve cryptographic primitives, we
need a secret key cryptographic algorithm and a one-way hash
(message digest) function which are defined below:

e  Secret Key Algorithm: A secret-key encryption algorithm is
used to encrypt (hide) the data in the protocol. A
conventional stream cipher (RC4 or SEAL) or a block cipher
(DES, 3DES, IDEA) in the cipher-block-chaining mode can
be used. The encryption and decryption operations using the
key K acting on the plaintext M and the cipher text C are
denoted as C := E(K,M) and M := D(K,C), respectively.

e Message Digest Function: A message digest function
compresses a long message into a short value which is
usually 128 or 160 bits long. Two widely used and
standardized hash functions are MD5 and SHA. We will
denote the message digest of a message M by H(M). The
signature functions take H(M) as an input for efficiency
reasons. The hash of the concatenation of two messages M1
and M2 is denoted as HM1,M2).

2.2 Elliptic Curve Digital Signature Algorithm

First, an elliptic curve E defined over GF(p) or GF(Zk) with large group
of order n and a point P of large order is selected and made public to all
users. Then, the following key generation primitive is used by each
party to generate the individual public and private key pairs.
Furthermore, for each transaction the signature and verification
primitives are used. We briefly outline the Elliptic Curve Digital
Signature Algorithm (ECDSA) below, details of which can be found in
[26].

ECDSA Key Generation The user A follows these steps:

1. Select a random integer d € [2, n - 2].

2. Compute Q=d x P.

3. The public and private key of the user A are (E, P, n, Q) and d,
respectively.

ECDSA Signature Generation The user A signs the message m using
the following steps.

1. Select a random integer k € [2,n - 2].

2. Compute k x P = (x;, y;) and r = x; mod n.

If x, € GF (2), then it is assumed that x, is represented as a binary
number.

If r =0 then go to Step 1.

3. Compute k™ mod n.



4. Compute s = k' (H(m) + d . r) mod n.

Here H is the secure hash algorithm SHA.

Ifs=0goto Step 1.

5. The signature for the message m is the pair of integers (r, s).

ECDSA Signature Verification The user B verifies A's signature (r, s)
on the message m by applying the following steps:

1. Compute ¢ = s mod n and H(m).

2. Compute u; =H(m) . cmodnand u =r.c modn.

3. Compute u; x P +u,; x Q = (xg, yo) and v =x, mod n.

4. Accept the signature if v =r.

2.3 Finite Field Arithmetic
An elliptic curve over GF (2%) is defined as the cubic equation
E:y+xy =x+ax’+b 4))

with a,b,x,y € GF(2") and b=0 . The set of solutions {(x,y) | y*+ xy =x°
+ ax*+ b} is called the points of the elliptic curve E. By defining an
appropriate addition operation and an extra point O, called the point at
infinity, these points become an additive, abelian group with O the
neutral element. The EC point multiplication is computed by repeated
point additions such as

Palgo 4t 3P =kP=R
k_ times

As previously mentioned, the EC arithmetic is based on a Finite Field
of characteristic 2 and extension degree k:GF(2"), which can be viewed
as a vector space of dimension k over the field GF(2). There are
several bases known for GF(2"). The most common bases, which are
also permitted by the leading standards concerning ECC (IEEE 1363
[21] and ANSI X9.62 [22]) are polynomial bases and normal bases.
The representation treated in this paper is a polynomial basis, where
field elements are represented by binary polynomials modulo an
irreducible binary polynomial (called reduction polynomial) of degree

k-1 i
k. Given an irreducible polynomial P(x) = x “ ZH) D;x ", with

pi € GF(2); an element Ae GF(2") is represented by a bit string (a,.
L+ - +22,41,d9), SO that

k-1 '
A(x) = Zaix’ =a, x""+...+a,x’ +ax+a,

i=0
is a polynomial in k of degree less than k with coefficients a;e GF(2) .
By exploiting a field of characteristic 2, the addition is reduced to just
XOR-ing the corresponding bits. The sum of two elements A,Be
GF(2)is given by

C(x)=A(x)® B(x) = i(ai ®b,)x' @)

and therefore takes a total of k binary XOR operations.
The multiplication of two elements A,Be GF(2¥) is equivalent to the
product of the corresponding polynomials:

2k=2
Ax)=A(x) B(x) = ZC‘,-XI denoting ¢,
=0

2n-2 (3)

With a;= O0and b;=0 for i> n. At the bit level the multiplication in GF(2)
is performed with Boolean AND operation.

Squaring is a special case of multiplication. For Ae GF(2*) the square
is given by:

k-1
A*(x) = ZaixZi @
i=0

k
= Zaibk_i for 0< k <

i=0

In the case of multiplication and squaring a polynomial reduction step
has to be performed.

Karatsuba Multiplication. In 1963 A. Karatsuba and Y. Ofman
discovered that multiplication of two k bit numbers can be done with a
bit complexity of less than O(k®) using an algorithm now known as
Karatsuba multiplication [23]. For multiplication in GF (2 the
Karatsuba multiplication scheme can be applied as well. Therefore, a
polynomial AeGF(2") is subdivided into two segments and expressed

as A= Ax"7 ® 4,

For polynomials A,Be GF(2X) the k-bit multiplication C = A.B is
subdivided into k/2-bit multiplications as follows:

C=AB
=(Ax"? @ Ay).(B;x**> @ By)
=A.Bx*® (A.By @ Ag.B)x"? ® A(.B,

By defining some additional polynomials

T] = AI'BI

T2 = (Al @ AO)(BI @ B()) = A1B0 @ AOB1 @ AlBl @ AOBO

T3 = Ao.Bo

one gets

AB=Tx*® (T, ®T, ® T;)x"’ T, 5)

This results in a total of three k/2 -bit multiplications and some extra
additions (XOR operations) to perform one k-bit multiplication.
Multi-Segment Karatsuba Multiplication. The fundamental
Karatsuba multiplication for polynomials in GF(2")is based on the idea
of divide and conquer, since the operands are divided into two
segments. One may attempt to generalize this idea by subdividing the
operands into more than two segments. [24] reports on such an
implementation with a fixed number of three segments denoted as
Karatsuba-variant multiplication. The Multi-Segment Karatsuba
(MSK) multiplication scheme, which is detailed subsequently, is more
general because an arbitrary number of segments is supported.
Disregarding some slight arithmetic variations, the Karatsuba-variant
multiplication is a special case of the MSK approach.

Two polynomials in GF(2") are multiplied by a n-segment Karatsuba
multiplication (MSK,)? in the following way: It is assumed that k mod
n=0; if not, the polynomials are padded with the necessary number of
zero coefficients. A polynomial A € GF(2") is divided into n segments

-1 ~i ~
such that A = @:’:o Ai.x’ , with X = xk/" .With Eqn. 6 holds

C= A.B=MSK,(A,B) for any polynomials A,B € GF(2")

n-1

MSK(4,B)= (El—)S, o(AB)F 1)@(El-)Sn_,,(A,B) ¥ ©

with

Su(AB)= (699, /(A,Bﬁ)@(@S i AB WM, (AB) )

=
I+m—1 I+m—1
S1./(AB)=M,(A,B) and M, AB)=( P 4,).(P B;)
i=1 i=1

According to Eqn. 6 the entire product C=A.B=MSK,(A,B) is
composed of the partial sums S,,;(A,B). Each partial sum consists of
partial products M, (A,B) according to Eqn. 7. The total number N(n)
of required k/n-bit multiplications in order to perform one k-bit
multiplication using the MSK,, scheme is given by

(n+1)n

N(n) = Z @®

Polynomlal Reductlon. For A,Be GF(2*) , the maximum degree of
the resulting polynomial C(x) = A(x).B(x) is 2k-2. Therefore, in order
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to fit into a bit string of size k, C(x) has to be reduced. The polynomial
reduction process modulo P(x) is based on the equivalence

k-1
x* =3 p,x' mod P(x) 0

i=0
Implementations of the reduction can especially benefit from hard-
coded reduction polynomials with low Hamming weight such as
trinomials, which are typically used in cryptographic applications.
Given such a trinomial as prime polynomial P(x) = x™x’+1 the
reduction process can be performed efficiently by using the identities:

x" = (x" +1)mod P(x)
x" = (x4 x)mod P (x)
x2n = (xb+lz +xn)m0d P(.x)

This leads to

2n-2 )
= ZCl.x’
i=0
n-1 2n-2

= ch.xi + Zc[. " +xYmodP(x)
i=0 i=n

Cx)
n-1 n=1-b n-1 n-1
_ i b+i b+i i
=D X + 3 2 Y Y
i=0 i=0 i=n-b i=0

n-1 n-1-b n-1 n-1

— i b+i 2b+i—n b+i-n i

=ch.x + Z C,. X"+ Z € (XX )+Zci+nx modP(x)
i=0 i=0 i=n-b i=0
n-1 n=l-b b-1

=Dex'+ D e+ Y 0, X +§ch_bﬂ.xi +nz_l:cn +ixX

14248 1248 TM248 14243 1YU243
B @ ® @ ®
(10)

This results in a total of 2n+b binary XOR operations for one
polynomial reduction. The particular terms (1...5) of the final equation
are structured according to Fig. 2.1 in order to perform the reduction.
With respect to the implementation. Single k-bit register is sufficient to
store the resulting bit string.

n—1 a,
' 0 i
& 2o n
' 5y
& 2n—b- n,?n—1 n—b,
f [ ' = '
e In—1  Zn—b
(&3]

| Result Register {n bit)

Fig. 2.1 Structure of the polynomial reduction
3 Hardware Architecture

An ideal HW/SW partitioning targeting a reconfigurable Hardware
platform for an EC based cryptosystem depends on several parameters.
As stated before, the FF arithmetic is the most time critical part of an
EC cryptosystem. Depending on the utilized key size and the amount of
available FPGA resources the FF operations can not inevitably be
performed completely within HW. Therefore, flexibility within the HW
design flow is essential, in order to achieve the maximum performance
from a specific FPGA device.

In order to ensure this flexibility, the HW design flow is based on the
hardware description language VHDL, which is the de-facto standard

for abstract modeling of digital circuits. A VHDL generator approach
(similar to that one documented in [17]) was exploited to derive VHDL
models for both of the subsequently described FF coprocessors.

3.1 Finite Field Coprocessor (FFCP)

This section presents a generic and scalable FFCP architecture, which
accelerates field multiplication, addition and squaring. Addition and
squaring are operations, which require only a few logical resources and
hence can be implemented by combinational logic. In contrast, the
multiplication can not reasonably be implemented by combinational
logic only. By the use of the proposed MSK multiplication scheme (see
Sec. 2.3) and a cleverly selected sequence of intermediate result
computations, the resulting data path has only modest requirements on
logic resources and at the same time a low cycle count for a complete
field multiplication.

Eqn. 6 evaluated for n=5 (MSKs5) is illustrated in Fig. 3.1a.
Each rectangle denotes the result of an m-bit multiplication. As one
would expect, these products are as wide as two segments. The labels
in the rectangles determine the indices of the segments, whose sums
have been multiplied. E.g., the label “234” represents the term (A,®
As@ Ay). (B,®B;® By) which is denoted M;,(A,B) in Eqn. 7. The
horizontal position of a rectangle denotes the exponent i of the

associated factor X' . E.g., the rectangle in the lower left edge labeled
“4” together with its position denotes the term(A4 X B 4).)’5 ¥ The

result A @ B is computed by summing up (XORing) all the terms
according to their horizontal position. This product is 2k segments wide,
as one would expect. The partial products can be reordered as shown in
Fig. 3.1b. This order was achieved in consideration of three
optimization criteria.

First, most partial products are added two times in order to compute the
final result. They can be grouped together and placed in one of three
patterns,

Which are indicated in Fig. 3.1b. This is true for all instances of the
multi-segment Karatsuba algorithm.

:ZI"' = o

Fig. 3.1 5-Segment Karatsuba multiplication and operand
reordering

ay
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dy
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Fig 3.2 Generic data-path architecture



In the data-path, these patterns are computed by some additional
combinational logic.
Second, the resulting patterns are ordered by descending i of their

factor X' . In this way, the product can be accumulated easily in a shift
register.

As the third optimization criterion the remaining degree of freedom is
taken advantage of in the following way: The patterns are once more
partially reordered, such that when iterating over them from top to
bottom, one of the two following conditions holds: Either the current
pattern is constructed out of a single segment product (e.g. Ay®By), or
the set of indices of the patterns segments differs only by one index
from its predecessor (as in the partial products (A¢® A;).(Bo@® B;) and
(Ap® A1® Ay) ® (By® B|@® B)) . In Fig. 3.1b this criterion is met for
all but one iteration step (namely it is not met for the step from “23” to
“1234”). Thus, based on the data-path in Fig. 3.2 the computation of
the partial product “1234” takes a total of two clock cycles, which is
one more compared to all other iteration steps. The number of
additional clock cycles due to the fact that this third criterion can not be
met increases slowly with the number of segments n.

The complete data path is depicted in Fig. 3.2. In part a) the two
operand registers of width I=k.m are shown as well as their partitioning
into five segments. Both are implemented as shift-registers in order to
allow data exchange with the external controller.

The multiplexers in part b) select one from the five segments of the
operands. They can both be controlled by the same set of signals, since
they are always operating synchronously. Besides the combinational
addition and squaring blocks, part c¢) illustrates the two accumulator
registers. Both can either be loaded with a new segment, or they can
accumulate intermediate segment sums. Section d) of Fig. 3.2. Part e)
covers the pattern generation stage, which is mainly composed of
multiplexers. Finally, in part f) the multiplication accumulator register
is shown. It can either hold its value or the current pattern can be added
to it in each cycle. Each time the intermediate result is shifted left by m
bit, an interleaved reduction step according to Eqn. 10 is performed.
This way, the accumulator needs only to be n bits wide, where n is the
degree of the reduction polynomial. Furthermore, the necessary number
of logic elements for the reduction step is minimized and no additional
clock cycle is needed.

4 Atmel FPSLIC Hardware Platform

For the implementation of the previously detailed FF coprocessors the
AT94K FPSLIC hardware platform from Atmel, Inc. is used within this
work [25]. This product family integrates FPGA resources, an AVR 8-
bit RISC microcontroller core, several peripherals and up to 36K Bytes
SRAM within a single chip. The AVR microcontroller core is a
common embedded processor, e.g., on SmartCards and is also available
as a stand-alone device. The AVR is capable of 129 instructions, most
of which can be performed within a single clock cycle. This results in a
20+ MIPS throughput at 25 MHz clock rate.

The FPGA resources within the FPSLIC devices are based on Atmel’s
AT40K FPGA architecture. A special feature of this architecture is
FreeRam4 cells which are located at the corners of each 4x4 cell sector.
Using these cells results in minimal impact on bus resources and by
that in fast and compact FPGA designs. The FPGA part is connected to
the AVR over an 8-bit data bus. The amount of available FPGA
resources ranges from about 5K system gates within the so-called
uFPSLIC to about 40K system gates within the AT94K40.

Both, the AVR microcontroller core and the FPGA part are connected
to the embedded memory separately. Up to 36K Bytes SRAM are
organized as 20K Bytes program memory, 4K Bytes data memory and
12K Bytes that can dynamically be allocated as data or program
memory.

Atmel provides a complete design environment for the FPSLIC
including tools for software development (C Compiler), tools for
hardware development (VHDL synthesis tools) and a HW/SW co-

verification tool, which supports the concurrent development of
hardware and software.

5 Implementation

5.1 Hardware Implementation

Operation Bit Width | FFCP Clock Cycles

Best case Worst case
FF-Mult 160 36 152
FF-Add 160 19 136
FF-Square 160 1 91
EC-Double 160 493
EC-Add 160 615
k.P 160 130.200

Table 5.1 FFCP performance values

The subsequently detailed FPGA designs have been implemented by
using the design tools which are packaged with the utilized
demonstration board. For hardware synthesis this is Leonardo v2000.1b
from Mentor, Inc. The FPGA mapping is done with Figaro IDS v7.5
from Atmel, Inc. Also from Atmel, Inc. there is the top-level design
environment called System Designer v2.1, which is required to build up
the entire design based on the AVR and the FPGA part.

For the implementation presented here, the particular design parameters
are fixed to 160-bit operand width and 5-segment Karatsuba
multiplication (MSKs5). This results in a FPGA utilization of 96% for
the entire FFCP design.

Due to the fact that the result of each operation is fed back into one of
the operand registers, the cycle count of a particular operation (I/O
overhead plus actual computation) differs regarding to data
dependencies. The corresponding best- and worst-case value for each
FF operation is denoted in Tab. 5.1.

Tab. 5.1 unveils that the major part of cycles is necessary to transfer
160-bit operands over the fixed 8-bit interface between AVR and
FPGA. These transfers can be avoided almost completely with an
additional register file on the FFCP and an extended version of the
finite state machine, which interprets commands given by the software
running on the AVR. Assuming a 2-byte command format (4 bit
opcode, 12 bit to specify the destination and the source registers)
results in cycle counts according to the right column of Tab. 5.1.

5.2 Performance Comparison

Target Platform Bit Width k.P
FPGA(XCV300, 45MHZ[18] 113 3.7ms
FPGA(XC4085XLA, 37MHz)[17] 155 1.3ms
FPSLIC with FFCP(AT94K40,12MHz) 160 10.9ms

Table 5.2 Performance Comparison

There are several FPGA based hardware implementations of EC point
multiplication documented in the literature [17,18,19, 20]. The
performance values of these state of-the-art implementations are given
in Tab. 5.2. Additionally, Tab. 5.2 comprises the particular figures of
the previously described FPSLIC based implementations.

A performance comparison of hardware implementations against each
other is in general not straight forward. This is mostly because of
different key sizes and due to the fact that different FPGA technologies
are used for their implementation.

A basically scalable HW architecture is common to all implementations
referenced in Tab. 5.2. In contrast to our SoC approach, the
implementations in [17, 18, 19 and 20] are mainly focusing on high-
security, server based applications. Their functionality is entirely
implemented within a relatively large FPGA and no arrangements
against side-channel attacks are documented.

In [17] and [18] the underlying field representation is an optimal
normal basis. Both implementations are based on FPGAs from Xilinx,
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Inc. Furthermore, VHDL module generators are used in both cases to
derive the particular HW descriptions. The approach in [18] allows for
a parameterization of the key size only. Parallelization, which is
essential in order to achieve maximum performance from a specific
FPGA, is additionally supported by the design in [17]. For the
implementation in [18] a XCV300 FPGA with a complexity of about
320K system gates is used. The design in [17] is based on a
XCA4085XLA device with approx. 180K system gates. The
implementations in [19] and [20] are both designed for polynomial
bases and the field multiplications are in principle composed of partial
multiplications.

The design in [19] is based on an Altera Flex10k family device with a
complexity of about 310K system gates. The best performing
implementation, representing the current benchmark with respect to k.P
performance, is described in [20]. It is highly optimized, exploiting
both pipelining and concurrency. The field multiplication is performed
with a digit-serial multiplier. A Xilinx XCV400E FPGA with a
complexity of about 570K system gates, running at 76.7 MHz is used
for the implementation. Compared to our design this signifies a factor
of more than 10 in space and a factor of about 6 in speed.

6 Conclusion

In this paper, we propose a communication security scheme for sensor
networks. The straightforward approach to the secure communication
in sensor networks could be the application of a single security
mechanism for all data in the network. However, if the mechanism is
chosen according to the most sensitive data in the network, security
related resource consumption might be unacceptable. On the other hand,
a less consuming mechanism could allow for serious security threats.
Therefore, the solution lies in the identification of appropriate security
requirements for various types of data and the application of suitable
security mechanisms.

We have described a secure technique for wireless communication
based on elliptic curve cryptographic techniques and implementation of
Elliptic curve over Atmel FPSLIC Hardware platform. With a 160-bit
modulus, an elliptic curve system seems to offer the same level of
cryptographic security as DSA or RSA with 1024-bit moduli. The
smaller key sizes result in smaller system parameters, smaller public-
key certificates, bandwidth savings, faster implementations, lower
power requirements, and smaller hardware processors [14].

The RSA-based protocols have significant problems in terms of the
bandwidth and storage requirements. Currently, the RSA algorithm
requires that the key length be at least 1024 bits for long term security,
however, it seems that 160 bits are sufficient for elliptic curve
cryptographic functions. Thus, the use of the ECC in wireless
communication system is highly recommended. The proposed
technique is a step in this direction.
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