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Hardware-based method of priventing from perjury for ICEGEM

Yukihisa Taniguchi ! Susumu Ishihara ¥ Tadanori Mizuno *
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With the spread of the Internet, the demand of network applications like network games and auctions are
increasing. In order to cancel the unequal nature by the delay difference between hosts, we have been proposed
a fairness guarantee method ICEGEM (Impartial Communication Environment for GamE Members). However,
in this method, when a client reports false reaction time to the server, the server cannot discover this client’s
cheating. In order to solve this problem, we propose a method of preventing for perjuries which utilize an
exclusive hardware SIC (Secure Ice Card) in this paper. Clients use SIC as a Network Interface Card. SIC
supervises arrived packets on application layer. SIC measures the reaction time of the client instead of client
programs for the packets requiring order control by ICEGEM.
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